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Home Page of Ragnar_Locker Leaks site
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WALL OF SHAME
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leakage, exposing themssives and their customers, parrners o even greater nisk than

bug-hunting reward!

Kaye/Bassman International - New “Wall of Shamer”
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Cornerstone-BB Group Leaked

Total downicaded: 2TB

vesn: o 4R8 | Pablabeak /28 0e twr d

Grupo SADA Leak
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v' RaaS (Ransomware as a Service) D& X,
v' Ransomware WEDIET 1 T 11t

v' Developer . Affiliator. Access Broker® 73

© YAKUMO LAW OFFICE All Rights Reserved.




3 S>OLADITT7DIENNDES RaaS

[Developer]

- Ransomware D B F

s N\NYXUTTZ AT IO
- EELELORBEO

-Ey b VTAOU FDOERE

[ Access Broker)

ISt E EM L CRIIERD - $RE D S EC
INERVE—I 54 kTHRE \\\\\\\$

[ Affiliator]
UYL T TREZEST

v

ID:test
Pass:12345678

[RAE] (/35 < FE]

4
:
3
I

— - (ﬁﬁ?&A
T~ ﬁ %@‘

ﬂ <
| SSLVPNR 2l <8
L Bternet -~ o

[ ort1{LAN,Internal) f\xl

172.18.11.99/24 192.168.11.99/24

© YAKUMO LAW OFFICE All Rights Reserved.



3 S>OLADITT7DIENNDES RaaS

REvil ransomware deposits 81 million in hacker recruitment drive

By Lawrence Abrams Fepletet 25 202 01332 0

https://www.bleepingcomputer.co
m/news/security/revil-
ransomware-deposits-1-million-in-
hacker-recruitment-drive/

The REvil Ransomware (Sodinokibi) operation has deposited $1 million in bitcoins on a Russian-
speaking hacker forum to prove to potential affiliates that they mean business,

Many ransomware operations are condneted as a Ransomware-as-a-Serviee (RaaS), where developers
are in charge of developing the ransonmware and payment site, and affiliates ave recrited to hack
businesses and enenypt their devices.

Thus, we:
1. Expand the composition of the teams of acting advertisers with talented people;

2. We invite ready-made lineups to work with us;

All this is aimed at one thing - to increase the quality and quantity of waste material, which entails an increase in profits. But this does not
mean that everyone will be accepted.

For your peace of mind and confidence, we have made a deposit of 1 million US dollars
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HMiIENEROE =
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MANUAL COBALT STRIKE:

| e e Standard Commands !

Create load:
Attacks-> Packages->

interact - select agent:

help -> will show a list of commands:
help [command] will show help for a specific command:

! Gathering AD Information I

| --- Get the Controller Domain ---!-
net? domqn controllers:

et

........

! —- Get a list of computers ---I:

shell net group "Domain Computers" / domain:
net computerss

net view?

Qp.e_ra,tmgSys..tem! Test--!:

|- Getﬁng a list of subdomains ---!:

chall nl+nn+ .' I'\('\Iull\ll\l TDIIQTC

I Cobalt Strike I

SYSTEM *
FILESERVER @ 1652

i 1m.stevens

—
.

jim.stevens *
WS1 @ 1052

-

EventLog X | Usteners X | Beacon 10.10.10.191@7780 X | Beacon 10.10.10.191@1052 X

air n,/z,//ul, 10:45:41 Documents and Settings
dir 08/22 3 152133  PerflLogs
dir D/ 2" 8 02:12:50 Program Files
dir 08 3 11:39:32 Program Files (x86)
dir Y, 6 02:12:50 ProgramData
dir 0 22:03:5] System Volume Information
dir )6 / h 23:33:25
dir  / 018 00; !

394k b fil / ¢ ) bootmqr

1b fil )6, ) BOOTHNXT

354mb fil 10/07/2019 17:04:4 pagefile.sys

[WS1] jim.stevens/7780 (:04)
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[SELL) network + remote desktop access from uk, and another companies for sale
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MIEIMEROE R

All of your files are currently encrypted by CONTI strain.

As you know (if you don't - just "google it"), all of the data that has been encrypted by our software cannot be
recovered by any means without contacting our team directly.

If you try to use any additional recovery software - the files might be damaged, so if you are willing to try - try
it on the data of the lowest value,.

To make sure that we REALLY CAN get your data back - we offer you to decrypt 2 random files completely free of
charge.

You can contact our team directly for further instructions through our website

TOR VERSION :
(you should download and install TOR browser first https://torproject.org)

http://contirecjdhbzmyzuydyzrvm2c65blmvhoj2cvf25zqj2dwrrqcqSoad.onion/

HTTPS VERSION :
https://contirecovery.best

YOU SHOULD BE AWARE!

Just in case, if you try to ignore us. We've downloaded a pack of your internal data and are ready to publish it on
out news website if you do not respond. So it will be better for both sides if you contact us as soon as possibfc.

---BEGIN ID---|

2gBgol LOLA FHQWOwWueqlqESrPeLoE7ui §5d35sty22710L0OdE 3MSdglpkbld8T2u3
~««END ID~~-~
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MIEIMERDE R

\
A

CONTI recovery service
HOW 1 GOT HERE?

If you are looking at this page right now, that means that your network was succesfully breached by CONTI team.
All of your flles, databases, application Tiles etc were encrypted with military-grade algorithms.
If you are looking for a free decryption tool right now - there's none.

Antivirus labs, researches, security solution providers, law agencies wont help you to decryot the data.

If you are interested in out assistance upon this matter - you should upload README.TXT file

to be provided with further instructions upon decryption.

MO e chosen

© YAKUMO LAW OFFICE All Rights Reserved.



3 S>2LADITT7DIEMNMDES RaaS

WIEIMERIDE =R

We gave you the price. It is reasonable and offensive

HUE 4aus g

@ huh? offensive?

pal 7 4048 390

Once again, we examined all financial documents, bank statements for the last year, insurance.

And came to the conclusion that you are exaggerating about your poor financial condition. We also

calculated your possible losses from lawsuits | for the

leakage of their personal data. These fines will well exceed § 30 millions. We are not talking about

the loss of reputation, which in cur opinion costs mucn more =
HO= 40 a0

DE ?

vt ? 4 dar: age

Q’ maybe you have us confused with someone else, because our files should clearly show you this

One more time, we examined all previcusly and offer a realistic price to you

HIDE ddysege

One more time, we examined your finance.
HDE 43t age ®

then give a real price, not 15 million or 30 or 40 million. | am not asking for a discount, i am asking
you to review the correct documents and give a new, correct price based on reality. then i will know
@ you are treating this as a professional

HIDE v 4.43rz 290

We know that it is

realistic price f?r (:;}

© YAKUMO LAW OFFICE All Rights Reserved.




SO LADIFPDHEEICEODEBEEDERR

GREEATERREZELND,

| |
s T

AV TUNEERR SREICHITIERRERR

\ 4

HA/\—
AT —f%

V AU TUMEEICES —RBYE - =
BB LLLS ( ex.77j-b2‘/°)%‘/7 X DorXIhIELY ELVSERIR
HE. NE. LS. I—H—%t | EERERFTELNS, TLT. €

Syt LT JTE'T\%'SO ) DERRTEDEE M - Z LR
o AL B,

@ﬁﬁ%h\go)ﬁ:ﬁb\ébﬁo

© YAKUMO LAW OFFICE All Rights Reserved.



I

=]

AV A1\

4 S LUV DWEICEDILIHZSDE!
B SREOXISIEDYRY

O &FH) XD
SREEZBOHEZH S (&EFREMAER, ) .
OYU—AINI)RY -aAVTSATURI)RY
Ny h—SKRICEBZMEEZRET 5. EXRTADERICDOGENS,
ERICERLGVLDAN?EEIERFIERLGLA?
O HRNMRIEESNTG NI XD

@ NYH—KEMIZBREZZISZETEIRIZDODENLZDN (ES{EBEEEL
TLHDh) ?

® )—UHYA FETOLRZLEDHTLHDOM?
& —FHICHIE LT N=ELTH, FERMICHEYBERLBERLTIGELN?

[80% of those who paid a ransom experienced another attack]
(cyberreason$t202246 H” Ransomware The True Cost To Buiness” )
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proofpoint

[HH#] proofpoint T EEZXILSDIEEREN? — STV LVzTXIWVER7MELBENSEZ S A N—LEI ISR T LD

https://www.proofpoint.com/jp/blog/threat-insight/is-it-right-to-pay-the-ransom
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B “Email is currently at the heart of the cybersecurity battel, as an
estimated 90 percent of all hacking begins with an email phishing

attack.” ’
(Smith, B. (2017). “The need for a Digital Geneva Convention.” Microsoft

https://blogs. microsoft. com/on-the—issues/2017/02/14/need-digitalgeneva-
convention/.)
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Audit log search

Searching the audit log is now available in the Microsoft 365 compliance center. Moving forward, updates and improvements to auditing will be made
in the compliance center. As a result, we recommend your organization start using the Audit solution in the compliance center as soon as possible. Try
out the new experience today.

Need to find out if a user deleted a document or if an admin reset someone's password? Search the Office 365 audit log to find out what the users and admins in your
organization have been doing. You'll be able to find activity related to email, groups, documents, permissions, directory services, and much more. Learn more about searchin

the audit log
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